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We see a merging market…
• The line between what has 

historically been thought of 
as “GRC” and “Cyber 
Security” is increasingly 
blurring

• Companies building 
software solving 
tomorrow’s problems can 
no longer be identified as 
solely “GRC” or “Cyber 
Security”

…Being driven by….
• Budgets / buyers of the 

two are relying on the 
same underlying data sets

• GRC and Cyber Security 
workflows are increasingly 
overlapping and mirroring 
each other

• Changes to the NIST CSF 
framework imposing new 
industry standards 
regarding governance2

Defining the Convergence of GRC & Security

The “GRCS” market consists of any product / service that helps organizations manage, mitigate and remediate digital risks
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Sources: (1) McKinsey; (2) NIST Cybersecurity Framework

https://www.mckinsey.com/capabilities/risk-and-resilience/our-insights/cybersecurity/new-survey-reveals-2-trillion-dollar-market-opportunity-for-cybersecurity-technology-and-service-providers
https://www.nist.gov/system/files/documents/2023/01/19/CSF_2.0_Concept_Paper_01-18-23.pdf
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Key Themes Takeaways and Conclusions Supporting Evidence  

▪ Security breaches are no longer being treated as an “it can happen to 
anyone” event

▪ Companies must be able to show they employed best efforts to 
protect their digital assets

▪ Industry regulators, elected officials and public opinion increasingly 
do not look kindly upon companies who failed to protect sensitive 
information

GRCS products are 
viewed as necessary 
insurance by c-suite and 
boards

▪ 83% of organizations have 
experienced more than one
successful data breach5

▪ Average total cost of a data breach 
has increased to $4.4 million 
(increases to $5.6 million for highly 
regulated organizations5)

▪ The advent of digital transformation, catalyzed by remote work, has 
left organizations more vulnerable than ever to cyber attacks and 
compliance breaches

▪ As organizations access/create more data across more 
technologies/endpoints than ever before, data compliancy & 
security becomes more complex and risk exposure remains 
unprecedented

Digital assets are under 
attack

The attacks are more 
common and successful

▪ Cybercrime increased 600% during 
the COVID-19 pandemic with 
organizations claiming threat volumes 
will continue to double1

▪ Corporate data is doubling every 12-
18 months2

▪ Sophisticated, well-resourced attackers are constantly shifting 
tactics and building advanced automation tools to exploit new and 
growing vulnerability gaps

▪ We are in the early innings of the “Security Awakening” as 
organizations have accepted that hackers will inevitably breach 
networks

▪ Organizations have shifted from being “reactive” to “proactive”

Companies must try to 
prevent attacks, but must 
also assume defences will 
fail

▪ 63% of organizations believe they will 
be compromised by a successful 
attack on an annual basis3

▪ 93% of external attacks successfully 
breach an organization’s network 
perimeter and gain access to 
company data and resources4

Market Dynamics and Tailwinds

Sources: (1) McKinsey; (2) Gartner; (3) Herjavec Group; (4) Positive Technologies; (5) IBM 



4Sources: (1) AGC; (2) McKinsey; (3) NCSL

▪ Labor shortages of security talent and in-house expertise has forced 
organizations to turn to 3rd party service providers and automation 
technologies to fill key knowledge and execution gaps

▪ Constantly evolving regulatory complexity and gaps in 
resources/knowledge will continue to outpace cyber risk 
management driving need for continued and increased investment 

The lack of qualified 
cyber security 
professionals is alarming

▪ 1.8 million shortage of trained 
security professionals in 20221

▪ The market for GRC/Security 
software and services is expected to 
reach a $1.5 - $2.0 trillion TAM by 
2025, 10x estimated size in 20222

▪ Government is building a more influential position on security 
standards and allocating resources to bolster protection

▪ Increasing path towards US government-enforced standards for 
private-sector organizations to maintain strong security practices 
and reward healthy security (already present at public sector level 
with Biden’s Cybersecurity Executive Order issued in May 2021)

▪ Enterprises are accelerating investment in security automation tools 
to get ahead of expanding regulations and to meet new standards

The government is going 
to rapidly increase 
demand for certain 
security tools and training

▪ 40+ US states introduced 250+ bills
focused on Cybersecurity in 2022 as 
Cyber legislature becomes 
increasingly scrutinized3

▪ EU’s GDPR protections impose fines 
of up to 4% of annual revenue for 
customer data breaches

Key Themes Takeaways and Conclusions Supporting Evidence  

Market Dynamics and Tailwinds (Continued)
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Data Privacy | Data Governance | Ransomware AppSec Testing | Cloud | DevSecOps | API Security Network | Cloud Infra | Endpoint | IoT

Security Analytics (SIEM) | Orchestration (SOAR) | Incident Mgmt. & Response | Vulnerability Mgmt. | Threat Detection & Intelligence 

GRCS Market Landscape (Rising Stars)

Governance, Risk & Compliance (GRC) Identity & Access Management (IAM)

Data Protection & Security Application Security Infrastructure

Security Operations

Training & 
Awareness

Note: this landscape is intended to be a representative sampling and is not an exhaustive list.
Please direct inquiries to killian@catalyst.com, carson@catalyst.com, grady@catalyst.com

Access Management | Identity Governance &  Admin. | Priv. Access Mgmt. (PAM) | 
Anti-Fraud

Security Compliance & Automation | Security Architecture | Regulatory & Audit | 
Integrated Risk Mgmt. | Operational Risk Management

mailto:killian@catalyst.com
mailto:carson@catalyst.com
mailto:grady@catalyst.com
https://my.pitchbook.com/profile/444873-61/company
https://my.pitchbook.com/profile/229622-95/company
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GRCS Market Landscape (Leaders and Incumbents)

Governance, Risk & Compliance (GRC) Identity & Access Management (IAM)Training & 
Awareness

Note: this landscape is intended to be a representative sampling and is not an exhaustive list.
Please direct inquiries to killian@catalyst.com, carson@catalyst.com, grady@catalyst.com

Data Protection & Security Application Security Infrastructure

Security Operations

Data Privacy | Data Governance | Ransomware AppSec Testing | Cloud | DevSecOps | API Security Network | Cloud Infra | Endpoint | IoT

Security Analytics (SIEM) | Orchestration (SOAR) | Incident Mgmt. & Response | Vulnerability Mgmt. | Threat Detection & Intelligence 

Security Compliance & Automation | Security Architecture | Regulatory & Audit | 
Integrated Risk Mgmt. | Operational Risk Management

Access Management | Identity Governance &  Admin. | Priv. Access Mgmt. (PAM) | 
Anti-Fraud

https://my.pitchbook.com/profile/58982-59/company
https://my.pitchbook.com/profile/131750-02/company
https://my.pitchbook.com/profile/55953-19/company
https://my.pitchbook.com/profile/153672-49/company
https://my.pitchbook.com/profile/56333-89/company
https://my.pitchbook.com/profile/168104-89/company
https://my.pitchbook.com/profile/42186-25/company
https://my.pitchbook.com/profile/166325-05/company
https://my.pitchbook.com/profile/56477-62/company
https://my.pitchbook.com/profile/57324-52/company
https://my.pitchbook.com/profile/46786-42/company
https://my.pitchbook.com/profile/89490-70/company
https://my.pitchbook.com/profile/99187-75/company
https://my.pitchbook.com/profile/169787-17/company
https://my.pitchbook.com/profile/56022-31/company
https://my.pitchbook.com/profile/52813-45/company
https://my.pitchbook.com/profile/53524-81/company
https://my.pitchbook.com/profile/52662-70/company
https://my.pitchbook.com/profile/52633-18/company
https://my.pitchbook.com/profile/53963-20/company
https://my.pitchbook.com/profile/61209-82/company
https://my.pitchbook.com/profile/222387-58/company
https://my.pitchbook.com/profile/42899-68/company
https://my.pitchbook.com/profile/53311-87/company
https://my.pitchbook.com/profile/131321-26/company
https://my.pitchbook.com/profile/56456-29/company
https://my.pitchbook.com/profile/43139-26/company
https://my.pitchbook.com/profile/100419-40/company
https://my.pitchbook.com/profile/53750-53/company
https://my.pitchbook.com/profile/55141-57/company
https://my.pitchbook.com/profile/108316-45/company
https://my.pitchbook.com/profile/53390-08/company
https://my.pitchbook.com/profile/13288-24/company
https://my.pitchbook.com/profile/102143-53/company
https://my.pitchbook.com/profile/51731-02/company
https://my.pitchbook.com/profile/51429-43/company
https://my.pitchbook.com/profile/163127-26/company
https://my.pitchbook.com/profile/12313-27/company
https://my.pitchbook.com/profile/12239-02/company
https://my.pitchbook.com/profile/52368-49/company
https://my.pitchbook.com/profile/10586-53/company
https://my.pitchbook.com/profile/155402-02/company
https://my.pitchbook.com/profile/64834-93/company
https://my.pitchbook.com/profile/268037-83/company
https://my.pitchbook.com/profile/431717-23/company
https://my.pitchbook.com/profile/60118-12/company
https://my.pitchbook.com/profile/42018-58/company
https://my.pitchbook.com/profile/53913-70/company
https://my.pitchbook.com/profile/10352-53/company
https://my.pitchbook.com/profile/42512-32/company
https://my.pitchbook.com/profile/54277-39/company
https://my.pitchbook.com/profile/12795-31/company
https://my.pitchbook.com/profile/11151-37/company
https://my.pitchbook.com/profile/119980-81/company
https://my.pitchbook.com/profile/58783-96/company
https://my.pitchbook.com/profile/65455-03/company
https://my.pitchbook.com/profile/121699-99/company
https://my.pitchbook.com/profile/60685-84/company
https://my.pitchbook.com/profile/52819-57/company
https://my.pitchbook.com/profile/52816-60/company
https://my.pitchbook.com/profile/54268-48/company
https://my.pitchbook.com/profile/154873-45/company
https://my.pitchbook.com/profile/41928-04/company
https://my.pitchbook.com/profile/42142-42/company
https://my.pitchbook.com/profile/10592-11/company
mailto:killian@catalyst.com
mailto:carson@catalyst.com
mailto:grady@catalyst.com
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GRCS Market Landscape (Categories Defined)

Governance, Risk & Compliance (GRC) Identity & Access Management (IAM)

Data Protection & Security Application Security Infrastructure

Security Operations

Training & 
Awareness

Helps organizations identify, manage and mitigate business risks, as 
well as stay in compliance with relevant laws, regulations and 

standards that apply to their business activities

Helps security teams monitor, identify, assess, analyze and respond to security threats, vulnerabilities or breaches

Helps organizations keep track of who is allowed to use different 
systems/resources and provision access to ensure that only the right 
people can access the right things with the goal of maintaining data 

security and privacy

Employ monitoring, filtering, blocking and 
remediating technologies to address the risks of 

inadvertent or accidental data loss and the 
exposure of sensitive data

Address and remediate security vulnerabilities in 
the process of the designing, coding, configuring 

and deploying software applications

Protect IT network infrastructure and devices from 
digital attacks

Helps employees 
learn how to 
either 1) use 
cybersecurity 

products, 2) avoid 
becoming a victim 
of a cyber attack

Data Privacy | Data Governance | Ransomware AppSec Testing | Cloud | DevSecOps | API Security Network | Cloud Infra | Endpoint | IoT

Security Analytics (SIEM) | Orchestration (SOAR) | Incident Mgmt. & Response | Vulnerability Mgmt. | Threat Detection & Intelligence 

Security Compliance & Automation | Security Architecture | Regulatory & Audit | 
Integrated Risk Mgmt. | Operational Risk Management

Access Management | Identity Governance &  Admin. | Priv. Access Mgmt. (PAM) | 
Anti-Fraud



Please send any inquiries to killian@catalyst.com, 
carson@catalyst.com, grady@catalyst.com
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