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Move Fast and *Don’t* Break Things

DevOps was created to do two things: 1) accelerate time-to-value from when developers start building an
application to when it is pushed into production (Dev) and 2) ensure the application operates at scale (Ops)

• DevOps tools and best practices support these goals of accelerating time-to-value and operating at scale; however, as the
market evolves and tools proliferate, so do the challenges associated with them:

o Speed of Innovation: as opposed to rolling out quarterly or monthly updates, teams are now pushing out app
updates daily (if not more frequently), creating more opportunities for something to go wrong

o Infrastructure and Deployment Complexity: enabling technologies continue to grow rapidly, increasing the
complexity of environments and deployment options for apps

o Scale and Distribution: more users are consuming software in more places across more devices than ever before

• Application testing is just one piece of the broader DevOps ecosystem but one that faces an uphill battle due to the
challenges mentioned above

o As the speed of innovation accelerates, it correspondingly leaves less time for testing, exacerbated further by the
increasing complexity of the underlying infrastructure and the diverse and rapidly scaling user base

o While time-to-value and innovation feel like they have been prioritized above all else, it takes just one massive
service outage (like those at Slack and Zoom) to demonstrate the importance of moving fast without breaking things

Testing remains the biggest bottleneck to getting new functionality in the hands of users with the desired
velocity and quality

https://www.nytimes.com/2021/01/04/technology/slack-down-outage.html
https://www.nytimes.com/2020/08/24/business/zoom-down.html
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Back to the Basics

Sources: [1] BrowserStack, [2] TestCraft  

Application testing is typically carried out on the Dev side of DevOps and allows teams to identify errors
during the development process (ideally as early as possible) and fix them before production

• There are two distinct approaches to application testing: manual testing and automated testing [1]

o Manual testing is often used in the initial phases of development for testing specific features

o Automated testing tends to be used once an app is closer to completion, facilitating scaled testing for usability,
functionality and performance

• Software applications are categorized in three ways: web, mobile and desktop applications, with most apps published
today coming in one of the first two categories but all with distinct challenges

There is an ever-expanding set of test vectors that teams need to address before pushing code into
production and a shrinking window in which they can test

• Application testing is conducted in two phases: front-end
testing and back-end testing[2], with a litany of test types falling
into each of these buckets

o Front-end testing includes unit testing, UI testing,
compatibility testing, etc.

o Back-end testing includes functional testing, structural
testing, security testing, API testing, etc.
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Tailwinds Driving Growth

Historically, application testing has been personnel-driven, requiring human capital resources – teams are
increasingly looking for ways to automate / outsource basic testing requirements, freeing up resources to
add value elsewhere

Between the DevOps software tools market and the broader tech ecosystem,
specific trends we have observed driving growth in the application testing
market are as follows:

• CI / CD reduces time to production, shortening the testing window

• Device / infrastructure growth increases deployment complexity while
also expanding the number of test vectors

• Security awareness moves security testing earlier in the development
process, alongside more traditional visual / functional testing practices

• Shortage of skilled engineers / developers creates an even greater need
for automation in application testing

• Shift to remote work necessitates that quality assurance (QA) engineers
can collaborate across testing environments

Testing platforms are capitalizing on these challenges, providing greater leverage to QA teams by requiring
fewer people to manage testing across a greater number of apps, but the testing market remains fragmented
with a variety of functionally-specific solutions

Ideal Deployment Frequency[3]
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Application Testing Landscape

Sources: Company websites

Note: This landscape is intended to be a representative sampling and is not an exhaustive list.  Please direct inquiries to kyle@catalyst.com. 
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Please send any inquiries to kyle@catalyst.com


